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Safeguarding Personal Information
Technology has dramatically increased the amount
of consumer data collected and used by businesses.
Several recent high profile data breaches, coupled with
a high rate of identity theft crime has made data security and consumer privacy a hot issue for policymakers in
Washington and a point of concern for REALTORS®.
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Trust is at the heart of the real estate business. A broker’s
clients and customers should be able to assume that their
information will be protected. Protecting consumers’
sensitive personal information requires constant vigilance
given the potential vulnerabilities of our constantly evolving technology. Real estate professionals must carefully
consider how they collect, share and, most importantly,
protect the information they use in their businesses. The
REALTOR® Code of Ethics in Standard of Practice 1-9 and
Wisconsin license law in Wis. Stat. § 452.133(1)(d) explicitly acknowledge a REALTOR®’s obligation to preserve
the confidentiality of personal information provided by clients and customers in the course of any agency relationship,
including after the termination of the business relationship.
Therefore creating a data security program for your business
is important to maintain the trust of clients and customers,
to ensure legal and ethical compliance, and to reduce risks
and help avoid potential liability. Development of an internal data security plan means implementing and maintaining
reasonable safeguards to protect the security, confidentiality
and integrity of data, including proper disposal of the data.
This Legal Update, drawing heavily upon the National
Association of REALTORS® Data Security and Privacy
Toolkit and the resources of the Federal Trade Commission,
discusses the need for data security and privacy and
provides guidance and resources for the development
of such policies. The Update includes various checklists
of issues to consider when drafting a security program
tailored to the needs of a business and discusses applicable Wisconsin and federal law that must be taken into
account when crafting guidelines for information retention and disposal. There is no one-size-fits-all approach
to security and compliance, but ample resources and
sample agreements are referenced in the resources section
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at the conclusion of the Update to illustrate the types of
plans that are appropriate for real estate professionals.

Data Security and Privacy

Wisconsin brokers and their agents collect, store and
share a great deal of personal consumer information
throughout the course of their real estate transactions for
a variety of reasons. The following are just a few examples.
A residential broker might collect:

•

Drivers’ license numbers or copies of drivers’ licenses or
other picture identification cards as a safety precaution
when agents leave the office with a new client for the first
time.

•

Personal checks given as earnest money.

•

CLUE reports.

•

Medical information regarding persons with disabilities

seeking reasonable accommodations.

Contacts
•

Social Security Numbers in order to
complete the Wisconsin Real Estate
Transfer Return at closing.
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Credit card information to make
various payments for inspections or
appraisals.

•

Bank account information and
Social Security Numbers contained
in mortgage documents and closing
statements.
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If personal information falls into the
wrong hands, it can lead to fraud,
identity theft or similar harms.
Businesses may also be concerned
about harm to their reputation in
the community. Given the cost of a
security breach, safeguarding personal
information is just good business.

A broker working on short sales
might collect:
•

Social Security Numbers and loan
account information.

•

Complete copies of seller financial statements, income tax returns,
W-2s, bank statements, etc., for submission to the lender to qualify the
seller for short-sale approval.

CONTACT INFORMATION
Wisconsin REALTORS®
Association
4801 Forest Run Road,
Suite 201
Madison, WI 53704
608-241-2047
800-279-1972

Personal information may be collected because the agent is trying to
be helpful to the client and provide
top-notch service, but in reality the
agent may be unintentionally creating additional legal risk. Many times
the personal information is necessary in transaction settings to provide competent services and accomplish the client’s objectives. In other
words, it often cannot be avoided.

•

Protecting personal information is
nothing new in the world of regulated
real estate because real estate licensees
have been obligated under license law
to protect a client or customer’s confidential information for many years.
Wis. Stat. § 452.133(1)(d) provides
that licensees must keep confidential
any information given to the broker
in confidence, or any information
obtained by the broker that he or she
knows a reasonable party would want
to be kept confidential, unless disclosure is otherwise mandated under
law. A broker must continue to keep
the information confidential after the
transaction is over and after the broker
is no longer providing brokerage services to the party. A similar provision
is found in Standard of Practice 1-9
in the REALTOR® Code of Ethics.

Seller’s hardship letter, employment
background, medical history, credit
report, credit scores, etc.

A landlord or property manager
might collect:
•

Social Security Numbers in order to
perform credit checks on renters.

•

Credit card information for rent
payments.

•

Personal checks given as earnest
money, security deposits or rent.

•

Credit reports, credit scores,
employment background, tenant history reports, etc., regarding
rental applicants.

•

Medical information for persons
with disabilities seeking reasonable
accommodations or modifications.

Because of Wisconsin real estate
record retention rules, it may not be
possible to simply discard personal
information and data used in transactions once the need for them has
passed. Wis. Admin. Code § REEB
15.04 requires a broker to retain for
at least three years “exact and complete copies of all listing contracts,
offers to purchase, leases, closing
statements, deposit receipts, cancelled

A brokerage company that has
employees may have:
•

Employee Social Security Numbers
and health information.

•

Payroll and flex plan records,
W-2s, etc.
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checks, trust account records and
other documents or correspondence
received or prepared by the broker
in connection with any transaction.”
Any data included in transaction documentation or within any documents
or correspondence associated with the
transaction will need to be retained
for at least three years, so the primary focus may need to be ensuring
that the consumer’s personal information is protected during the time
it must be retained by the brokerage. In addition, licensees may wish
to study whether there are ways to
avoid collecting personal information
in the first place, for instance, guiding
the parties to provide their personal
data directly to third-party recipients
rather than passing the information
through the broker or agent as a
conduit. When the point comes when
the information may be disposed of,
methods must be used that will ensure
the information remains confidential
and cannot be accessed by others.
Brokers also need to address accounting records, corporate records,
employment records, legal documents
and other important files and records
that might be maintained in a brokerage office. Some of these records
may need to be retained permanently
while others should be retained for
varying periods of time best established by the brokerage attorney.

Planning for Data
Security

The FTC has promoted five key principles for protecting personal information that are also utilized in the NAR
Data Security and Privacy Toolkit.
REALTORS® and other businesses
that collect sensitive personal information from consumers should
follow the following basic steps:

A. Take stock and consider what
personal information and data is
in the company files and on its
Wisconsin REALTORS® Association

computers and mobile devices.
B. Scale down by collecting and keeping only personal information that
is absolutely necessary for essential
business purposes.
C. Lock it by implementing physical
and computer-based data security
measures to protect all personal data
that must be kept.
D. Pitch it – that is, properly dispose of
whatever personal information and
data are no longer needed.
E. Plan ahead and create a strategy
for responding to a consumer data
breach.

Take Stock
Perform an information inventory to
discover what type of personal and
confidential information the company
maintains regarding clients, customers
and others and why. Determine how
the information is collected, where
it is held, and who maintains or has
access to this information. Look at
whether a user or consumer may opt
out and not provide the information.
The more thorough the inventory,
the better equipped the business will
be when crafting a written data security program and the better protected
the company will be going forward.
In order to track what information a
business is collecting, conversations
should be had with any information
technology staff, human resources
personnel, accounting personnel, outside service providers and independent contractors. Brokers should also
inventory all computers, laptops, flash
drives, disks, home computers, mobile
devices and other equipment to find
out where sensitive data is stored.

Information Inventory
Checklist
A complete information inventory
should seek answers for the following
questions.
1. Who sends personal information to
3

the business?
•

Consumers

•

Independent contractors

•

Employees

•

Members

•

Credit card companies

•

Banks or other financial institutions

•

Brokerages

•

Call centers

•

Contractors

2. How does the business receive
personal information?
•

Websites

•

E-mails

•

Mail

•

Personal conversations

•

Text messages

3. Where does the business keep the
information collected at each entry
point?
•

Central computer database

•

Individual laptops

•

Disks

•

File cabinets

•

Branch offices

•

Employees/licensees have files
at home

•

Mobile devices

4. Who has – or could have – access to
the information?
•

Specific employees/licensees

•

Vendors

•

Independent contractors

•

Consumers

•

Public

5. What kind of information does the
business collect at each entry point?
•

Individuals’ first names or initials
and last names

•

Postal address
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•

Telephone/fax number

•

E-mail address

•

Social Security number

•

Driver’s license number

•

Tax ID

•

Passport number

•

Real Estate License number

•

Other government-issued identification number

•

Credit or debit card number

•

Checking account information

•

Security code, access code, or
password for an individual’s
financial account

•

Credit history

•

Mortgage application

•

Medical information

•

Health insurance information

•

Race/ethnicity

•

Religious belief

•

Sexual orientation

•

Financial information (e.g., balance, history, etc.)

•

Precise geolocation information

•

Unique biometric data

•

Website user activity

•

Unique persistent identifier (e.g.,
customer number, user alias, IP
address, etc.)

•

Preference profile (e.g., a list of
information, categories, or information or preferences associated
with a specific individual or computer or device)

Scale Down
Once an information inventory has
been completed and there is an understanding of what type of information
the business collects and how and
why, it’s time to consider whether or
not the company needs to continue
collecting or retaining such information. If the brokerage does not have
a legitimate business need for the
personally identifying information,
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then it should not be collected. If
there is a legitimate business need
for the information, then it should
be kept only as long as it is necessary.
Once that business need is over, then
it should be properly dispose of it.
Many businesses collect more information than they need, particularly
when asking customers to fill out
forms. Consider excluding the address,
e-mail and phone number if all that is
needed is a name. Be very judicious
in gathering Social Security Numbers
because they are especially sensitive.
If the brokerage must keep information for transactions or to comply
with the law, then develop and adhere
to a document retention policy to
identify what information must be
kept, how to secure it, how long
to keep it, and how to dispose of it
securely when you no longer need
it. Create an appropriate data security and document retention policy that addresses those parameters.
If the company collects credit
card information, the FTC offers
a few tips for maintaining security:
•

Only print the truncated credit or
debit card number on consumer
receipts and do not include the
card’s expiration date.

•

Do not retain the credit card
account number or expiration date
unless there is an essential business
need to do so.

•

Check the default settings on any
software that reads credit card numbers and processes the transactions.
Sometimes software is preset to keep
information permanently, so change
the default setting to make sure only
necessary information is kept.

transactions play an important role
in earning the trust of consumers.
The FTC recommends four key
data security and protection measures for the company data security
plan: (1) physical security, (2) electronic security, (3) employee training and (4) the security practices
of contractors and service providers.
Possible safeguards cover a wide
spectrum of information and devices
and require that staff and agents
follow certain rules and guidelines.
For instance, paper records with personal information should be locked,
and computer terminals passwordprotected. The computer server(s)
should be in a secure, controlled
location, and other devices including
back-up drives must also be locked
away. Physically lock up all laptops
to prevent thieves from walking away
with one. Develop and implement
policies about what security precautions should be taken when the laptop
is away from the business (example –
not keeping a laptop in a car whether
locked or unlocked), and what access
agents have to information while they
are offsite. Smartphones can be protected with passwords, auto-lock settings and apps that allow the owner to
remotely locate the device using GPS,
wipe key data, send an alarm or take a
picture of a thief. Customers and other
non-authorized personnel should be
kept out of private and secure areas.
Staff and agents should save data to
network drives where these are available and not to “C:” hard drives,
which are much less secure. Consider
an alarm system, preferably one monitored by a security company and
prevent unauthorized photocopying.
This whirlwind of ideas is broken down
further in the following checklists.

Lock It
Now it’s time to protect the personal information the firm does
maintain. The safeguards real estate
professionals take to protect the personal information they use in their
4

Checklist for Protecting
Personal Information
The following checklist contains tips
and recommendations for protecting
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personal information. For more guidance on protecting personal information, check out the FTC’s plain-language, interactive tutorial at http://
business.ftc.gov/multimedia/videos/
protecting-personal-information.
1. Physical Security. Physical security measures may involve the company’s central computer database,
individual laptops, disks, file cabinets, branch offices, files employees/licensees have at home, and
licensees’ smartphones and mobile
devices. Brokerage companies may
need to:
a.

Store paper documents and tangible files containing personally
identifiable information in a
locked room or in a locked file
cabinet.

computers. For example, the
Internet, electronic cash register, computers at branch offices,
computers used by service providers to support the network
and wireless devices.
c.

Require employees to put files
away, log off their computers,
and lock their file cabinets and
office doors at the end of the
day.

d. Limit employee access to any
offsite storage facilities to those
with a legitimate business need.
e.

Emphasize that laptops, tablets,
mobile devices, smartphones,
etc., must be physically protected
against theft or becoming lost or
misplaced.

2. Electronic Security. With respect to
electronic security, brokerage companies would be prudent to ensure
that any copies of e-mail and other
electronic transaction documents
that must be saved under § REEB
15.04 are saved as read-only PDFs
or in another unalterable format.
Other electronic security measures
may include:
a.

Pinpoint the computers or
servers where personally identifiable information is stored.

b. Identify all connections to those
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iv. Warn employees about social
engineering. For example, alert
them to possible calls from
identity thieves attempting to
deceive them into giving out
their passwords by impersonating IT staff. Let employees
know that calls like this are
always fraudulent, and that no
one should be asking them to
reveal their passwords.

Assess the vulnerability of
each connection to commonly
known or reasonably foreseeable
attacks.

d. Do not store personally identifiable information on any
computer with an Internet connection unless it’s essential for
conducting business.
e.

Encrypt sensitive information
that is sent to third parties over
public networks.

f.

v.

k.

When installing new software,
immediately change vendorsupplied default passwords to a
more secure, strong password.
Laptop/Tablet Security

Regularly run up-to-date antivirus and anti-spyware programs
on individual computers and
servers on the network.

i.

Assess whether personal information really needs to be
stored on a laptop or tablet
device. If not, wipe it out.

g. When receiving or transmitting
credit card information or other
sensitive financial data, use Secure
Sockets Layer (SSL) or another
secure connection that protects
the information in transit.

ii.

If a laptop contains personal
information, encrypt it and
configure it so users can’t
download any software or
change the security settings
without approval from an IT
specialist.

b. Limit access to employees with a
legitimate business need.
c.

computers and mobile devices
after a period of inactivity.

h. Pay particular attention to the
security of any Web applications
– the software used to give information to website visitors and to
retrieve information from them.
i.

Require the use of a token, smart
card, thumb print or other biometric—as well as a password—
to access a computer that contains personal information.

j.

iii. Consider encryption software for sending confidential
e-mails.
iv. Train employees to be mindful
of security when traveling.
l.

Firewalls
i.

Use a firewall to protect computers from hacker attacks
while connected to the
Internet. A firewall is software
or hardware designed to block
hackers from accessing a computer. A properly configured
firewall makes it tougher for
hackers to locate a computer
and get into its programs and
files.

ii.

Set access controls – settings
that determine who gets
through the firewall and what

Password Management
i.

Require employees to use
strong passwords. The longer the password, the better. Mix letters, numbers and
characters.

ii.

Prohibit sharing or posting
passwords.

iii. Use password-activated screen
savers to lock employee
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they will be allowed to see – to
allow only trusted employees
with a legitimate business need
to access the network.
m. Wireless and Remote Access
i.

ii.

Consider using encryption if
remote access to the computer network is allowed for
employees or service providers, such as companies that
troubleshoot and update software used to process credit
card purchases.

ii.

Maintain central log files of
security-related information to
monitor network activity so
that attacks can be spotted and
responded to.

iv. Monitor outgoing traffic for
signs of a data breach.
o. Mobile Devices and
Smartphones
i.

Password protect and use lock
screen.

ii.

Enable data-swiping capabilities in case of loss or theft.
to

hidden

iv. Keep track of them and don’t
allow them to be lost or
stolen.
v.

Thoroughly evaluate mechanisms and procedures for security.

ii.

May not be a good choice for
sensitive or financial information.

iii. Document
management,
transactions and storage might
best be placed with professional
services licensed or endorsed
by REALTOR® organziations
or the MLS rather than consumer grade tools.

a.

Consider apps that allow the
user to remotely wipe data,
locate the phone with GPS,
display a message requesting

Wisconsin REALTORS® Association

A data security program is only
as strong as the individuals who
implement it.

b. Check references or do background checks before hiring
employees and retaining agents
who will have access to personal
data.
c.

iii. Monitor incoming traffic for
signs that someone is trying
to hack in.

iii. Set Bluetooth
mode.

i.

3. Agent and Employee Training

Consider using an intrusion
detection system to detect
network breaches when they
occur.

functions – payroll, Web hosting,
customer call center operations,
cloud computing or the like –
investigate the company’s data
security practices.

p. Cloud Storage

Determine if wireless devices
like cell phones are used to
connect to the computer network or to transmit personal
information.

n. Detecting Breaches
i.

the device be returned to the
owner, sound an alarm or take
a photograph of a thief.

Make sure employees, assistants
and independent contractors
understand that abiding by the
company’s data security program is an essential part of their
duties.

d. Require agents and employees to
report immediately if there is a
potential security breach, such as
a lost or stolen laptop or smartphone or a downloaded virus.
e.

Know which individuals have
access to personal information.

f.

Have a procedure in place for
making sure that former personnel and agents no longer have
access to personal information.

g. Impose disciplinary measures for
security policy violations.
4. Security Practices of Contractors
and Service Providers
a.

Before outsourcing any business
6

b. Insist that service providers give
notification of any security incidents they experience, even if the
incidents may not have led to an
actual compromise of data.
c.

Insist that contractors and service
providers adhere to all applicable
federal and state laws regarding
data security and privacy.

Document Retention Policy
According to the FTC and many
state laws, proper disposal of personal information is an important
step in any data security program.
But before the business begins to dispose of information and documents,
it is best to have a systematic plan
regarding document retention and
document disposal. The Document
Retention Policy addresses what
documents need to be retained, for
how long, in what format and how
they may be properly disposed of
once the retention period has ended.

Checklist for Creating a
Document Retention Policy
The following basic checklist provides
a brief description of the process a
brokerage may undertake in creating a Document Retention Policy.
Like all data security policies, there
is no “one-size-fits-all” model for
document retention. The NAR
has created a more comprehensive
“Checklist for Creating a Document
Retention Policy.” This thorough
checklist is included in the Toolkit
and is also available at www.realtor.org/letterlw.nsf/pages/0307rec
ordpolicy?OpenDocument&Login.
1. Identify Sources and Types of
Information. Gather together the
personnel who are familiar with the
documents and other information
the business maintains. A person
Legal Update, May 2013

familiar with how the business maintains
electronic information should attend
the meeting. Refer to the “Take Stock”
section above regarding an information
inventory.
2. Identify and Document Current
Retention Policies. Determine what
policies (if any) are currently governing
the organization’s document retention
and reduce those to writing, including
policies for retaining electronic information.
3. Evaluate Existing Policies. Decide
whether the current policies are adequate
or whether a new policy is necessary.
4. Create a Policy. The Document
Retention Policy should include the following:
a.

How long certain documents should
be retained

b. Policy’s effective date and date of last
review
c.

Individual responsible for the policy

d. Purpose of the policy
e.

Definitions (if needed)

f.

Process for preserving records if litigation arises or is likely

g. Process for document disposal at the
conclusion of the applicable retention period.
5. Legal Review of Document Retention
Policy. Once the policy is created, have
it revised by legal counsel. The attorney
may be brought in earlier at the fourth
stage during the crafting of the policy.

Format Used to Maintain
Documents
Generally, there are no requirements on
the type of format that must be used to
maintain documents and other information. Reducing paper documents to an
electronic format will save physical space,
but could present problems if litigation
arises. To avoid these issues, all electronic documents should be stored in
a read-only format or other unalterable
format in order to demonstrate that the
documents are in their original state.

Legal Considerations
The legal requirements for each company will vary based on a variety of factors. Document retention is impacted
by the need to maintain confidentiality for clients and customers as per Wis.
Stat. § 452.133(1)(d) and Standard of
Practice 1-9, as well as specific rules
setting the minimum time frames that
such documentation must be saved.
Some documentation retention time
frame concerns stem from tax law. IRS
audits are generally initiated within
three years, but the IRS can audit a
return seven years later if negligence was
involved and indefinitely in cases of tax
fraud. Each company must be aware of
the laws that apply to their situation.
When it comes to the Wisconsin real estate
brokerage rules for retention of records,
Wis. Admin. Code § REEB 15.04 states:
Retention of records. A broker shall
retain for at least 3 years exact and complete copies of all listing contracts, offers
to purchase, leases, closing statements,
deposit receipts, cancelled checks, trust
account records and other documents
or correspondence received or prepared
by the broker in connection with any
transaction. The retention period shall
run from the date of closing of the transaction or, if the transaction has not been
consummated, from the date of listing.
The broker shall make these records available for inspection and copying by the
board. If the records are retained outside
this state, the broker shall, upon request
of the board, promptly send exact and
complete copies to the department.

6. Distribute the Policy to Employees
and Independent Contractors and
Make Sure That the Policy IS Being
Followed. This is the most important
step! Having a policy that isn’t followed
will actually be worse than not having
any policy if litigation arises.
7. Plan to Periodically Review the Policy
to Make Sure It Is Still Relevant. Set a
date in the future to assess the policy.
A number of issues will arise during the
creation of a Document Retention Policy.
Wisconsin REALTORS® Association
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Record Retention Questions
and Answers
The broker had a subdivision of 10 lots
listed over a 10-year period ending
today. One lot sold every year. How
long is the broker required to save every
lot sale record? Is the retention period
measured from the expiration of the
listing contract (today) or from the
closing of the lot from seller to buyer?
Wis. Admin. Code § REEB 15.04
requires brokers to retain records for
at least three years from the transaction closing date or, if the transaction has not closed, from the date
of the listing. However, brokers
often will keep records for at least
seven years for tax purposes. The
broker should consult a tax advisor
to help create a company policy for
record retention for these purposes.
Although § REEB 15.04 does not
specifically require a broker to keep
records in a locked facility, a broker is
certainly responsible for safeguarding
the files. There are no stated exceptions for lost, stolen or misplaced
files; hence, a locked file storage
would appear to be a prudent step.
Can the broker electronically store old transaction paperwork (scan and save on a disc)
instead of keeping the paper copies?
Wis. Admin. Code § REEB 15.04
regulates record retention. That
rule requires retention of exact and
complete copies of transaction documents, correspondence and trust
account records. Electronic methods of retention are not explicitly
prohibited or permitted by the language in the current rule. The Real
Estate Board minutes for October
26, 2006, indicate in an adopted
REB motion that electronic storage
of data in a PDF format would be
acceptable and this has not, to this
point in time, ever been countered.
The broker may wish to work with
technology specialists to make sure
Wisconsin REALTORS® Association

that any electronic method of document retention maintains the copies required by the DSPS rules.
The broker/employer is responsible
for preparation, custody and safety of
transaction records per Wis. Admin.
Code § REEB 17.08(2). Accordingly
it is wise to have a written office
policy that includes procedures
designed to fulfill these record retention and supervisory requirements.

Some suggestions for overcoming the challenge of text message record retention include:
•

Mobile apps such as Phoneview for
iPhone users and Touchcopy for
Android phones allow the backup
of every text sent and received into
your Gmail account. Similar apps
will likely evolve for these and other
phones.

•

Attempt to send it to your e-mail
address by opening the message,
forwarding it and entering your
e-mail address rather than a phone
number. However, it may be difficult to prove who sent the original
text since you are forwarding the
text from your phone number.

•

Try connecting a data cable to a
computer, saving the text messages
and printing them.

•

Cell phone providers should have
a record. However, most will only
provide a detailed text message with
a court order. It is also unclear how
long the provider will keep the
detailed message.

How long must brokers maintain
copies of their agents’ real estate continuing education documentation?
Wis. Admin. Code § REEB 15.04
states that a broker shall retain, for
at least three years, exact and complete copies of all listing contracts,
offers to purchase, leases, closing
statements, deposit receipts, cancelled
checks, trust account records and
other documents or correspondence,
including inspection reports, received
or prepared by the broker in connection with any transaction. Although
it would seem like three years would
be then be the retention period, the
DSPS recommends that an individual’s certificates of attendance
from completed CE courses should
be retained for five years. Licensees
should keep in mind that the DSPS
does conduct a random license renewal
audit. See http://dsps.wi.gov/
Documents/Credentialing%20
Forms/Education%20Forms/
Continuing%20Education/
Real%20Estate%20Broker%20
and%20Salesperson/Form%20
2248%20-%20Continuing%20
Education%20Requirements.pdf.
Record Retention of Text
Messages
A number of REALTORS® who
market properties through the use
of Facebook, LinkedIn and Twitter
report that text messaging is the most
common method of communication
with the consumer. A concern for the
real estate agent is the interplay of
this increased role of technology with
record retention rule compliance.
8

For further discussion see “Caution:
Slippery Slope Ahead” in the
August 2010 Wisconsin Real Estate
Magazine
at
www.wra.org/
WREM/Aug10/Slipper ySlope.
 REALTOR® Practice Tip: A
document retention policy adopted and followed by the brokerage
will likely reduce the costs and
burdens of any future litigation.
See www.realtor.org/letterlw.nsf/
pages/0307electronicdiscovery.

Pitch It
Creating a data security program for
a business means implementing and
maintaining reasonable safeguards to
protect the security, confidentiality
and integrity of data, including a document retention policy that addresses
the proper disposal of the data and
documents that no longer need be
retained. But the question remains:
what constitutes “proper disposal?”
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In general, personal information is
properly disposed if it cannot be read
or reconstructed. The FTC recommends that a business burn, shred or
pulverize paper records, and use wipe
utility programs or otherwise destroy
electronic records from computers
and digital printers and fax machines.
Simply deleting files from the computer
using the keyboard or mouse commands usually isn’t sufficient. Also,
make sure individuals who work from
home follow the same procedures for
disposing of personal information.

Disposing of Consumer Report
Information
Most consumers consider their personal information contained in a credit report, employment background,
medical history, CLUE Report or
tenant rental history to be private and
confidential, and the FTC agrees. The
Fair and Accurate Credit Transactions
Act of 2003 (FACT Act) regulates
the use of consumer report information in order to maintain consumer privacy, protect against unauthorized access and protect against
identity theft. Specifically, the FTC’s
Disposal Rule regulates how individuals and businesses dispose of this
sensitive consumer information when
it is no longer needed. Although
the Disposal Rule applies to consumer reports and the information
derived from consumer reports, the
FTC encourages those who dispose
of any records containing a consumer’s personal or financial information
to take similar protective measures.
What Consumer Information is
Protected?
The FTC Disposal Rule protects
consumer report information. This
includes information obtained from
a consumer reporting company that
is used – or expected to be used –
in establishing a consumer’s eligibility for credit, employment or insurance. Credit reports, credit scores and
CLUE Reports are consumer reports,
as are the reports that businesses or
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individuals receive with information
relating to a person’s employment
background, check writing history,
tenant history or medical history.
Who Must Comply with the
Disposal Rule?
The FTC Disposal Rule applies to
all people and both large and small
companies that use consumer report
information. Real estate brokers,
lenders, insurers, credit bureaus,
employers, landlords, property managers, government agencies, collection agencies, mortgage brokers,
attorneys and private investigators, for example, all must comply.
What are Proper Disposal
Methods?
The Disposal Rule allows organizations and individuals to determine
what measures are reasonable based on
the sensitivity of the information, the
costs and benefits of different disposal
methods and changes in technology.
Reasonable measures for disposing
of consumer report information may
include:
•

Burning or shredding papers containing consumer report information so that the information cannot
be read or reconstructed.

•

Destroying or erasing electronic
files or media containing consumer
report information so that the information cannot be read or reconstructed.

•

Hiring a document destruction
contractor to dispose of material
specifically identified as consumer
report information consistent with
the rule after conducting a due
diligence review of the contractor’s
qualifications, reputation and integrity. Such a due diligence inquiry
might include:
•

•

Reviewing an independent audit
of a disposal company’s operations and/or its compliance with
the rule;
Obtaining information about
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the disposal company from several references;
•

Requiring that the disposal company be certified by a recognized
trade association, and;

•

Reviewing and evaluating the
disposal company’s information
security policies or procedures.

Consumer Information Disposal
for REALTORS®
For REALTORS®, an individual’s
credit report and CLUE Report are
examples of consumer information
reports. Landlords and property managers will also likely use credit reports
and other reports indicating tenant
histories in rental properties. A consumer report is generally any report
on a consumer’s credit worthiness,
credit standing, credit capacity, character, general reputation, personal
characteristics or mode of living
prepared by or obtained from an
agency that collects such information.
To comply with the FTC rule brokers
must establish policies and procedures
for the proper disposal of consumer information that protect against
unauthorized access. While burning
or pulverizing information may sound
like more fun, most REALTORS® will
shred the consumer report information, optimally with crosscut shredders.
Electronic media – such as computer
hard drives, floppy disks and the hard
drives from digital copiers and fax
machines – should be destroyed or
completely erased. Just deleting the
files is not sufficient; media should be
reformatted at the least. Throwing a
computer into the trash is not acceptable unless the hard drive is destroyed.
Using a document destruction contractor is obviously an effective way
to handle the situation, but this may
not be practical for all REALTORS®.
Wis. Stat. § 452.133(1)(d) provides
that licensees must keep confidential
any information given to the broker
in confidence, or any information
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obtained by the broker that he or she
knows a reasonable party would want
to be kept confidential, unless disclosure is otherwise mandated under
law. A broker must continue to keep
the information confidential after the
transaction is over and after the broker
is no longer providing brokerage services to the party. The FTC Disposal
Rule complements these license law
duties by requiring that when certain
confidential information is disposed
of, that it be done in an effective
manner to protect the party’s privacy.
 REALTOR® Practice Tip:
The best practice is to apply the
federal rules to all records kept in
the office, at home and on mobile
devices. After seven years have
passed, most attorneys are comfortable recommending that old
files be destroyed. For more information about the FTC Disposal
Rule, visit http://business.ftc.
gov/documents/alt152-disposing-consumer-report-informationnew-rule-tells-how and www.ftc.
gov/opa/2005/06/disposal.htm.
The text of the FTC Disposal
Rule is found at www.ftc.gov/
os/2004/11/041118disposalfrn.
pdf.

Plan Ahead
It is advisable and may be necessary
to have a written data security program in place, as well as a policy that
addresses what to do in the event of a
personal information security breach.
Create an action plan now for how to
respond to a data breach. If identity
thieves strike, or if information goes
missing, an action plan will be invaluable in responding quickly to the
breach. Fast action can help reduce
potential damage, and it may help a
company to maintain its good reputation and avoid liability in a civil action.
To respond to a data breach or loss
of information, a business needs to
follow two tracks at the same time:
investigate the problem internally, and
devise a plan for notifying people that
Wisconsin REALTORS® Association

a problem has occurred. Determine
what information was stolen, when
and how the breach occurred, and
what needs to be done to ensure
that no other data is stolen or lost.
Timing is critical since prompt notification might help prevent identity
theft or at least mitigate the damage. If a small number of customers
are affected, inform them in writing
immediately. If a larger number are
affected, determine a more efficient
method for advising potential victims quickly. The business should
also notify law enforcement agencies as soon as it comes to light that
information may have gone missing
or has potentially been compromised.

Wisconsin’s Data Breach
Notification Law
If a Wisconsin business experiences a
data breach and consumers’ personal
identifying information is stolen or
falls into the hands of potential thieves,
it is important for the company to act
quickly to investigate the situation and
notify those consumers who may be at
risk. Wis. Stat. § 134.98 requires most
government agencies and businesses
operating in Wisconsin that maintain
personal information about Wisconsin
residents, to notify those individuals if an unauthorized person has
acquired their personal information.
The law defines personal information
as an individual’s last name and first
name or first initial, in combination
with and linked to the individual’s
(a) SSN; (b) driver’s license or state
identification number; (c) financial,
credit or debit account number, or
any security or access code or password to the individual’s financial
account; (d) DNA profile; or (e)
biometric data such as a fingerprint,
voiceprint, or retina or iris image.
Businesses that conduct business in the
state and maintain personal information in the ordinary course of business
are among those who are required to
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give notice whenever an unauthorized
person acquires personal information
held by the business. This includes
Wisconsin brokers and landlords.
However, no notice is required if the
unauthorized acquisition does not create a material risk of ID theft or fraud,
or if the information was acquired in
good faith by an employee or agent
and is used for a lawful purpose.
Notice must be given to the ID theft
victims no later than 45 days after the
business learns of the unauthorized
acquisition of personal information.
The notice must be given by mail
or by a method that the entity has
previously used to communicate with
the victim (for example, e-mail). In
cases where the personal information
of more than 1,000 individuals was
acquired, the business from which the
information was taken must also notify
all consumer reporting agencies that
compile and maintain files on consumers on a nationwide basis, for example,
the three major credit reporting agencies. A law enforcement agency may
request that the business delay providing notice in order to protect an
investigation or homeland security.
For additional information and
resources, visit the Wisconsin Office of
Privacy Protection website at http://
datcp.wi.gov/Consumer/Of fice_
of_Privacy_Protection/index.aspx.

NAR Data Privacy and
Security Principles
REALTORS® collect, store and share
a great deal of consumer information.
Often, the collected data is of a sensitive
financial nature. REALTORS® recognize that as data collection continues
to become a valuable asset for building relationships with their clients, so
does their responsibility to be trusted
custodians of that data. Consumers
are demanding increased transparency
and control of how their data is used.
For these reasons, the NAR endorses
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the following Data Privacy and
Security principles:

for keeping such information confidential.

1. Collection
of
Personal
Information
Should
be
Transparent. REALTORS® should
recognize and respect the privacy
expectations of their clients. They
are encouraged to develop and
implement privacy and data security policies, and to communicate
those policies clearly to their clients.

6. Single Federal Standard. The NAR
supports a single federal standard
for data privacy and security laws in
order to streamline and minimize
the compliance burden.

2. Use, Collection and Retention
of
Personal
Information.
REALTORS® should collect and
use information about individuals
only where the REALTOR® reasonably believes it would be useful (and
allowed by law) to administering
their business and to provide products, services and other opportunities to consumers. REALTORS®
should maintain appropriate policies
for the reasonable retention and
proper destruction of collected personal information.
3. Data Security. REALTORS®
should maintain reasonable security
standards and procedures regarding
access to client information.
4. Disclosure
of
Personal
Information to Third Parties.
REALTORS® should not reveal
personal information to unaffiliated
third parties unless: (a) the information is provided to help complete
a consumer initiated transaction,
(b) the consumer requests it, (c)
the disclosure is required by or
allowed by law (e.g., investigation
of fraudulent activity) or (d) the
consumer has been informed about
the possibility of such disclosure
through a prior communication and
is given the opportunity to decline
(i.e., opt out.)
5. Maintaining Consumer Privacy
in Business Relationships with
Third Parties. If a REALTOR®
provides personal information to
a third party on behalf of a consumer, the third party should
adhere to privacy principles similar
to the REALTOR® that provide
Wisconsin REALTORS® Association

Know the Laws

Many states, including Wisconsin,
have laws addressing the proper disposal of personal identifying information as well as security breach notification laws. Wisconsin also has an
Office of Privacy Protection, which is
currently housed in the Department
of Agriculture, Trade and Consumer
Protection. Wisconsin recognizes
the need to encourage businesses to
protect personal information under
their control in order to avoid misappropriation of that information.
 REALTOR® Practice Tip:
Visit the Wisconsin Office of
Privacy Protection website at
http://datcp.wi.gov/Consumer/
Office_of_Privacy_Protection/
index.aspx for Wisconsin specific
laws and information geared at
preventing data breaches and
identity theft.
Currently, there are no federal laws
regarding data privacy that specifically apply to real estate brokerages. However, the Gramm-LeachBliley Financial Modernization Act
applies to businesses that qualify
as financial institutions pursuant
to the Act. See the discussion of
the Act on Page 11 of this Update.
Some brokerages may also be subject to the Identity Theft Red Flags
and Address Discrepancy Rules (Red
Flags Rules) contained in the Fair
and Accurate Credit Transactions Act
of 2003 (FACTA). The Red Flags
Rules require all creditors, and those
who regularly arrange for credit to
be provided, to establish policies and
procedures to protect against identity theft. Although the Red Flags
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Rules became effective on Jan. 1,
2008, the mandatory compliance date
was Dec. 31, 2010. The Red Flags
Rules require many businesses and
organizations to implement a written
Identity Theft Prevention Program
designed to detect the warning signs
– or “red flags” – of identity theft in
their day-to-day operations, take steps
to prevent the crime and mitigate the
damage it inflicts. For more information see “Fighting Fraud with the Red
Flags Rule” at www.ftc.gov/bcp/edu/
microsites/redflagsrule/faqs.shtm.
Wis. Stat. § 134.97 addresses the
disposal of records containing personally information by a financial institution, medical business or
tax preparation business, and does
appear to apply to other businesses.
The National Conference of State
Legislatures maintains a list of state
data security and privacy laws and
pending legislation. This website is an
extremely helpful resource to determine which states maintain such laws
and where those laws are codified.
According to the NCSL, 29 states have
some type of law regarding the proper disposal of personal information.
See “Data Disposal Laws,” at www.
ncsl.org/default.aspx?tabid=21075.
Forty-six states, D.C., Puerto Rico,
and the Virgin Islands have laws
regarding notification requirements
in the event of a security breach
per the NCSL. See “State Security
Breach Notification Laws,” at www.
ncsl.org/default.aspx?tabid=13489

Gramm-Leach-Bliley Act
The Gramm-Leach-Bliley Financial
Modernization Act (P.L. 106-102,
113 Stat. 1338) (1999) (GLB) establishes extensive consumer privacy
obligations for financial institutions
beginning on July 1, 2001. GLB governs the collection, use and disclosure
of nonpublic personal information by
financial institutions, and may impact
members of the real estate industry
because of the broad definition of
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“financial institution” found in the
law. Entities that engage in “financial
activities” are “financial institutions,”
regardless of whether or not the entity
would commonly be considered to be
a financial institution. GLB directed
the Federal Reserve Board to define
financial activities and activities that
are financial in nature or incidental
to a financial activity. Brokers should
understand that GLB does not consider brokerage services or property
management activities to be financial
activities. However, if a real estate
broker engages in any of the financial
activities or activities incidental to a
financial activity (in addition to the
broker’s brokerage services or property management), the broker would
be considered to be a financial institution and would be required to comply
with the privacy provisions of GLB. In
other words, the GLB requirements
will not apply to real estate brokerage
services and property management
activities, but will likely apply to real
estate brokers who involve themselves in the mortgage loan process.

Consumers and Customers
Despite the broad definition of financial institution, the obligations of
GLB only apply when the financial institution creates a consumer
or customer relationship. A “consumer” is defined as an individual
who obtains a financial product or
service that is to be used primarily for
personal, family or household purposes. A “customer” is defined as a
consumer who has a continuing relationship with a financial institution.
For example, if a broker originates
a loan, the borrower is a consumer,
but if the broker services the loan,
the consumer becomes a customer.
Thus, brokers that only provide
financial services to businesses or to
individuals for business purposes are
not subject to GLB because these
business parties are not consumers or customers. However, should
a broker provide individuals with
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financial activities or activities incidental to a financial activity related
to or used for personal, family or
household purposes, compliance with
the GLB privacy requirements may
be required because these individuals are consumers and customers.

Covered Financial Activities
Although the list of financial activities
is extensive and should be reviewed
carefully by every company, the obvious group of real estate licensees who
may be subject to GLB as financial
institutions are real estate licensees
who provide mortgage brokering services to consumers. Members engaged
in the mortgage loan process are
encouraged to consult with an attorney on the effect of the regulation.

cause every service offered by that
broker to be a financial product or
service. For example, a broker that
provides closing services to FSBO
home sellers is not subject to GLB
with regard to any other non-financial service provided by that broker.

What Disclosures Must Be
Given?
If the disclosure obligation arises,
the disclosing financial institution
must inform its consumers and customers about how their nonpublic
personally identifiable information
will be used. Nonpublic personally
identifiable information is any information collected, either directly or
indirectly, from the consumer in
connection with the providing of a
financial product or service. While
information available from a public
source is not included in this definition, it is the responsibility of the
business to assure that any information it classifies as publicly available
is in fact publicly available. When
the disclosure obligation arises, it
is recommended that those parties
consult closely with their attorney
about the type and timing of the
disclosures that need to be made.

Also included under the umbrella of
entities that engage in financial activities under Federal Reserve Board rules
are entities that provide the following financial services to consumers:
•

Real estate appraisal

•

Real estate settlement services (does
not include real estate brokerage
services or providing title insurance
as principal, agent, or broker)

If these services are offered exclusively
for business purposes rather than personal, family or household purposes,
the activity would not be subject to
the GLB regulations. For example,
an appraiser providing services to
a lender is not covered, although
an appraiser providing services to
a buyer/consumer having a home
appraised as part of a real estate
transaction may be covered. Closing
services offered to banks or other
brokers would not be covered, but
the same services offered to a FSBO
home seller or buyer (assuming the
broker is not providing these services
as part of the broker’s real estate brokerage practice) would be covered.
The rules state that a broker acting
as a financial institution by providing one financial service does not
12

•

Consumers. The regulations state
that a consumer must receive an
initial disclosure notice if the broker intends to share any nonpublic
personally identifiable information
with unaffiliated third parties. The
consumer must also be given the
ability to opt out of the information
disclosure. No notice is required for
a consumer when the broker does
not share the nonpublic personally
identifiable information.

•

Customers. A copy of the privacy
policy notice of the business must
be provided once a consumer establishes a customer relationship with
the broker, and annually thereafter
until the customer relationship terminates, regardless of whether the
information is being shared with
unaffiliated third parties or not.
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Privacy Disclosure Form
The requirements for the privacy
disclosures required by the rules
are complicated enough to require
the assistance of legal counsel. Each
entity’s forms must reflect the specific business practices of the entity,
making the creation of a standard
form impracticable. Compliance
requires the covered entity to
review its own policies and practices concerning nonpublic personal
information and tailor its disclosure form to reflect those practices.
Nine points must be covered in
the disclosure form, as applicable:
1. the categories of nonpublic personal
information that are collected;
2. the categories of nonpublic personal
information that are disclosed;
3. the categories of affiliated and nonaffiliated third parties to whom
nonpublic personal information is
disclosed;
4. the categories of nonpublic personal
information disclosed about former
customers, and the categories of
affiliated and nonaffiliated third parties to whom it is disclosed;
5. if nonpublic personal information
is disclosed to a nonaffiliated third
party who provides services or function on behalf of the business, the
categories of information used must
be disclosed as well as the categories
of nonaffiliated third parties with
whom the business has contracted;
6. an explanation of the consumer’ s
right to opt out of the disclosure
of nonpublic personal information
to nonaffiliated parties and how the
consumer may exercise that right;
7. any disclosure required under the
Fair Credit Reporting Act relating to the ability of a consumer to
opt out of the disclosure of personal information to affiliated third
parties;
8. the policies and practices followed
to protect the confidentiality and
Wisconsin REALTORS® Association

security of the nonpublic personal
information collected; and
9. notice of any disclosure of nonpublic personal information permitted
under the exceptions contained in
the regulations.

Safeguards Rule
The Safeguards Rule applies to individuals or organizations that are significantly engaged in providing financial products or services to consumers,
including check-cashing businesses,
data processors, mortgage brokers,
nonbank lenders, personal property
or real estate appraisers, and retailers
that issue credit cards to consumers. The Safeguards Rule requires
companies to develop a written information security plan that describes
their program to protect customer
information. The plan must be appropriate to the company’s size and
complexity, the nature and scope of
its activities, and the sensitivity of the
customer information it handles. As
part of its plan, each company must:
•

•

designate one or more employees to
coordinate its information security
program;
identify and assess the risks to customer information in each relevant
area of the company’s operation,
and evaluate the effectiveness of the
current safeguards for controlling
these risks;

•

design and implement a safeguards
program, and regularly monitor and
test it;

•

select service providers that can
maintain appropriate safeguards,
make sure their contract requires
them to maintain safeguards, and
oversee their handling of customer
information; and

•

evaluate and adjust the program
in light of relevant circumstances,
including changes in the firm’s business or operations, or the results of
security testing and monitoring.
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The requirements are designed to be
flexible. Companies should implement safeguards appropriate to their
own circumstances. For example,
some companies may choose to put
their safeguards program in a single
document, while others may put their
plans in several different documents,
e.g., one to cover an information
technology division and another to
describe the training program for
employees. Similarly, a company may
decide to designate a single employee
to coordinate safeguards or may
assign this responsibility to several
employees who will work together.
In addition, companies must consider
and address any unique risks raised
by their business operations – such as
the risks raised when employees access
customer data from their homes or
other off-site locations, or when customer data is transmitted electronically outside the company network.
For more information regarding GLB compliance, visit http://
business.ftc.gov/privacy-andsecurity/gramm-leach-bliley-act.

Data Policy
Resources

There is no one-size-fits-all approach
to data security and compliance,
but assistance is available for crafting policies that work for a particular real estate company or business:

•

Much of the information in this
Update is derived from the NAR
Data Security and Privacy Toolkit
at www.realtor.org/sites/default/
files/Data-Security-and-PrivacyToolkit-2011.pdf. The Toolkit
includes a checklist for implementing a data security program, a model
written data security program created by the Massachusetts Association
of REALTORS®, a checklist for
responding to a data security breach
and a sample breach notification
correspondence.
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•

Review the sample written security
program and checklist created by the
Commonwealth of Massachusetts
Office of Consumer Affairs and
Business Regulation, “A Small
Business Guide: Formulating a
Comprehensive Written Information
Security Program,” at www.mass.
gov/ocabr/docs/idtheft/secplan-smallbiz-guide.pdf, and the
Compliance Checklist at www.mass.
gov/ocabr/docs/idtheft/compliance-checklist.pdf.

•

The FTC publication “Protecting
Personal Information; A Guide for
Business” is available in PDF or
in Spanish at www.business.ftc.gov/
documents/bus69-protecting-personal-information-guide-business
and in an interactive tutorial at www.
ftc.gov/bcp/edu/multimedia/
interactive/infosecurity/index.html.

•

The FTC has various other instructive resources for consumer privacy, use and disposal of consumer
reports, and data security at http://
business.ftc.gov/privacy-and-security.

•

The NAR has additional data privacy and security resources at www.
realtor.org/topics/data-privacyand-security/resources.

•

NAR Field Guide to Using Privacy
and Security Features in Social
Media is available at www.realtor.
org/field-guides/field-guide-tousing-privacy-security-features-insocial-media.

•

Consumer data security and privacy
measures are also addressed, along
with social media use guidelines
and an array of liability-reducing
real estate practice guidelines and
office policies in the Office Policy
Manual Guide, now available in its
Thirteenth Edition (2013) from the
WRA at www.wra.org/PUB239.

•

“Protecting Against Identity Theft”
is the subject of the October 2006
Legal Update at www.wra.org/
LU0610.
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•

“Copier Data Security: A Guide
for Businesses.” Digital copiers are
computers. See http://business.
ftc.gov/documents/bus43-copierdata-security.

•

“Information Compromise and the
Risk of Identity Theft: Guidance for
Your Business.” Who to notify if
credit card or social security information is comprised at http://business.ftc.gov/documents/bus59information-compromise-and-riskid-theft-guidance-your-business.
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