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Combating Cybercrime
Concerns
The story has become all too familiar in Wisconsin and across
the country. Hackers gain access to email accounts of real estate
professionals, look for messages related to real estate transactions,
and bide their time until the buyer is about to wire the earnest money,
down payment or purchase price. Then the hackers will send a spoof
e-mail that looks like it’s from the real estate agent, title representative
or attorney, indicating there are “new” wiring instructions. The “new”
instructions route the funds to the hacker’s account. Once the “send”
button is clicked, the funds will be lost. As NAR General Counsel Katie
Johnson has reported, “Millions of dollars are lost on this.”
This Legal Update looks at wire fraud scams and four other types
of cybercrimes that may target real estate brokerages and examines
prevention techniques with respect to wire transfer fraud and other
varieties of online hacks and crimes. Since one effective way to prevent
cyber theft of sensitive personal information is to properly dispose of it
once it is not needed, the Update reviews data disposal rules. The Update
then turns to that ugly scenario where there has been a data security
breach and overviews who should be contacted and the notification
requirements for those whose information has been compromised. The
state laws addressing identity theft are briefly reviewed, and the Update
concludes with a comprehensive section of pertinent cyber security
resources.

Five Cyber Scams Targeting
Brokerages
Over the last few years, there have been a few different types of
disturbing cybercrimes committed against real estate professionals.
The following discussion looks at five of the most common scams and
provides insight via some real-life examples into how the hackers and
thieves in these scenarios operate.

1. Wire fraud
Unfortunately the same story we have heard over the past few years
continues to play itself out. The computer hackers are apparently still
out there. The sophisticated fraudster hacks into the broker’s computer
and email accounts, lurking for days, weeks and even months, waiting
for a lucrative payday. Or in some cases, the hacker gets into the email
of the title company or an attorney. In all cases, the result is the same:
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a phony email is sent directing that the buyer’s purchase price money
or the seller’s proceeds be wired to a phony account dressed up to look
like a legitimate title company or bank, and the money is stolen.
In December 2015, one person lost $115,000 being wired for a home
purchase because he followed what appeared to be legitimate wire
transfer instructions — instructions that transferred the buyer’s money
directly into the hacker’s bank account. In a similar incident in February
2016, the danger was the same but there was a better outcome. The
criminals hacked a real estate agent’s email account and implanted a
program that allowed the hackers to monitor the agent’s email until they
saw an email from the buyer asking to wire the $150,000 due instead
of writing a check. The criminals jumped in, posing as the agent, and
sent an email to the buyer with wire transfer instructions to a fraudulent
account. The buyer went to the bank to wire the money, but at the
last minute, the bank questioned the transfer to a New York account.
The buyer called the agent to verify the wire transfer instructions and
discovered the instructions were bogus. That buyer was seconds away
from losing $150,000.
Scammers will pretend to be a buyer, seller, real estate agent, or
someone else involved in the closing. They’ll say there is a last-minute
change and include new wiring instructions. And once the money is
transferred to the scammer’s account, it disappears — forever. Licensees
accordingly must be vigilant, follow online security measures, encrypt
emails or enact wire transfer instruction protocols that help avoid the
hacking or interception of agent emails and the subsequent issuance of
fraudulent instructions to clients and customers.
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2. Phishing
Another frequently used tactic that seems to be on the rise in Wisconsin
is phishing. When Internet fraudsters impersonate a business or
financial institution to trick you into giving out your personal information
or to gain access the information on your computer, it’s called phishing.
Don't reply to email, text, or pop-up messages that ask for your personal
or financial information. Don’t click on links within them either — even
if the message seems to be from an organization you trust. It isn’t. It is
a fake and has the sole purpose of luring the recipient into taking the
bait and revealing personal information that such companies and banks
would never dream of asking for online. Legitimate businesses don’t ask
you to send sensitive information through insecure channels.
Phishing emails or messages are crafted to look official, often
including a logo that is very similar to the real company or bank. Other
scams can involve spam email, a pop-up window, or an instant message
that infects the victim’s computer with spyware. When a recipient clicks
on a link or picture in the spam message or opens an attachment, the
spammer may gain control of the computer and all the information
therein.
FBI Special Agent Brian Due of the Milwaukee Division alerted the
WRA of a current wave of phishing emails being received by Wisconsin
real estate practitioners. Fraud perpetrators are utilizing these types of
phishing emails in order to gain access to REALTORS®’ email accounts.
The bait in these instances is a link contained within the email received
by the agent. The perpetrators can gain access to the agent’s emails
if the recipient clicks on the link included or opens the attachment. In
other words, one click can open the door for the criminal to have access
to the recipient’s computer and the information therein.

In another incident, a Wisconsin broker reported he received an
inquiry on a property he has listed. The broker sent the party information
from the MLS, but they didn't look at the property. They responded
with an email stating they want to buy the property and there was a
document in a drop box that broker was to open. Supposedly this was
an offer drafted by an attorney. The broker was wise enough to know
that opening that document may be hazardous to his computer and the
personal information of his clients, customers, himself and even others
within his firm. The suggestion was made that the broker request that
the offer be emailed directly by the attorney to see if that will shed some
light on what seemed to be a somewhat shady situation.
Another variation of phishing involves Facebook and Facebook
friends. Most Facebook users have seen this before where someone
they’re already friends with on Facebook will appear to send a new
friend request. In other words, this is an invitation to provide information
to someone who is not “your friend.” Another way that people are
sometimes manipulated into taking adverse action is when the hacker
sends a message indicating the friend is in a desperate situation and
needs help, usually of the monetary variety. Friends who receive such
messages may or may not be sufficiently aware of the friend’s routine
and circumstances to know whether the request is potentially legitimate.
In summary, the concept of phishing is relatively simple: the fraudster
will cast the “bait” with a message, an email or a friend request, and the
recipient, playing the role of the fish in this little drama, takes the bait by
clicking on a link, opening an attachment or responding to the request.
This either opens the door to malware or leads the person to mistakenly
provide identification, financial or other important information that can
be used to harm them to a fraudster disguised as a trusted business
or friend.

Below is the email text received by some Wisconsin brokers. FBI
Special Agent Due recommends that recipients of such email should
inform their IT department immediately if they accidentally click on any
suspicious attachments or links.
Alert agents reviewing the message may recognize that there are no
$600,000-700,000 “bungalows” on the market and notice the broken
English in the email, sure signs that something is not right.
Phishing Email Text
“HOME SEARCH
Hello,
I and My Husband have three kids in their teens and we are
looking to buy a bungalow with a budget of 600-700k with
about 4 bedrooms and baths in it that is well furnished and
comfortable. I have attached a list of preference you could use
my spec to see my view. [Attachment Removed] Please review
and let me know if you have my choice of properties available
so we can make arrangements to see them
Thanks.”
If the criminal accesses REALTOR® email accounts (and others in the
transaction loop) they will get the information they need for a wire fraud
attempt. Getting this access to emails allows them to gather enough
details to be very convincing when attempting to lure a party into wiring
their funds to the crooks.
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3. Identity theft emails
Another recent cybercrime phenomenon is vividly illustrated by the
story of Sue Dietz, a REALTOR® from Dubuque, Iowa. Scammers have
taken her identity, created deceptively similar email addresses to the
one she actually has, and have sent out emails that appear to be looking
for agents to work with her buyer clients on a referral basis.
Phishing Email Text
The emails also contained fake contact information for Dietz.
Recipients who responded to the email were sent a Google
Drive link that they were told contained listings the referred
client wanted to see. However, the link, once opened, installs
computer viruses that allow scammers to scrape passwords
and other personal information.

questioned it. But the agent’s bank account was also hacked, and he
received calls from all over the country that someone is trying to write
checks or use his information to make purchases.
Identity theft also happens to appraisers. The U.S. Department of
Housing and Urban Development (HUD) — Office of Inspector General
(OIG) recently became aware of a number of instances of appraiser
identity theft. The schemes varied but resulted from someone using the
state certification number of a Federal Housing Administration (FHA)
roster appraiser. The FHA roster appraiser was unaware of the misuse
until it came to light, usually by accident.
Most of the schemes happened when an FHA roster appraiser
provided his or her personal identification number (PIN) for the desktop
appraisal software to a colleague or supervisor. Providing the PIN was
often rationalized because:
•

It was needed to keep the process timely.

The initial fraudulent email typically reads:

•

A fast turnaround was requested by the lender.

“Hi,

•

It was a contingency for when the roster appraiser was away or
unavailable.

My name is Sue Dietz a realtor with RE/MAX ADVANTAGE
REALTY in Dubuque IA, I have a client who is interested in
buying a property in your area of expert, Please let me know if
you’re available to help them out and I will send their contact
details and the listings they are interested in.
Best
Sue”
People who receive this email are encouraged to report it as
spam or a phishing attempt. The hope is that if enough people
take such action, the IP address of the sender will be blocked.
Since February 2016, when the scam apparently started,
nearly 4,000 practitioners nationwide — from all 50 states and
Canada — who received the emails have contacted Dietz to
either confirm the referral or warn her of the scam. “I’ve gotten
calls at the office, on my cell phone, texts, and emails at all
hours of the day and night,” she says. “There was one day I had
over 100 pieces of correspondence just about these emails.”
Last year, Dietz received a threatening email from an
anonymous sender accusing her of trying to steal their money,
she says. She has tried to get the word out about the scam by
asking every agent who contacts her about the emails to alert
their local associations. She has also included a warning in her
personal and business voicemail messages and on her website
bio.
Reprinted from REALTOR® Magazine Blog Speaking of
Real Estate, Graham Wood, February 16, 2017, http://
speakingofrealestate.blogs.realtor.org/2017/02/16/localrealtor-leader-has-been-dealing-with-a-nightmare-email-scamfor-a-year/, with permission of the National Association of
REALTORS®. Copyright 2017. All rights reserved.
This type of scam is difficult to prevent, other than using good safe
practices with regard to email and identity information.
This sort of thing has occurred in Wisconsin as well. The broker’s email
was hacked and the hackers emailed fraudulent wire instructions. No
money was lost for the parties as the recipient of the wire fraud email
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While these actions may seem innocent enough, they raise severe
risks for misuse because the appraiser can never be sure the PIN will
only be used with his or her knowledge and for legitimate purposes.
i

MORE INFORMATION

See the Fraud Bulletin from the HUD OIG concerning Appraiser
Identity Theft, including the list of Do’s and Don’ts at https://
www.hudoig.gov/sites/default/files/Fraud%20Alert%20ID%20
Theft%20Appaisers.pdf.

4. Tech support scams
Not all scams are electronic or on the Internet: some scam artists are
going old school and using the telephone. The object here is for them to
convince the target to help the scammer access the target’s computer!
The scammers claim to be IT professionals at well-known companies
such as Microsoft, according to the Federal Trade Commission (FTC).
They talk about finding malware and viruses on the target’s computer to
convince him or her to give them remote access or pay for unnecessary
new software.
Once the target is on the phone with the scammer, the scammer
tries to win the target’s trust and ask him or her to go to the person’s
computer. No matter how official they sound, no one should ever give
unsolicited callers remote access or enroll in anything they are offering.
Just hang up and call the company they claimed to be representing at a
phone number known to be correct.

5. Crypto wall or ransomware
Ransomware has been around since approximately April 2014. The
problem starts when a person clicks on an advertisement, opens
an email or attachment, or visits a website. Once access has been
established, the victim’s device is infested with the “ransomware,” and
the victim’s files become encrypted so that he or she can’t access them.
If the victim pays the ransom fee, sometimes he or she will get his or her
system and information back. Sometimes, they don’t.
The financial impact to victims, according to the FBI’s Internet Crime
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Complaint Center, is typically between $200 and $10,000. Many
victims incur additional costs associated with network mitigation,
countermeasures, loss of productivity, legal fees, IT services, and the
purchase of credit monitoring services for employees or customers.
Between April 2014 and June 2015, the FBI received 992 crypto wallrelated complaints, with victims reporting losses totaling more than $18
million.
i

MORE INFORMATION

See the FBI information at https://www.fbi.gov/contact-us/
field-offices/sandiego/news/press-releases/fbi-warns-publicof-cryptowall-ransomware-schemes.

regard to the communication of wire transfer instructions. Perhaps the
policy is that such instructions are never to be communicated via email
or that one or more follow up confirmations by telephone are required or
that some other double checking or verification must be done. A policy
should be created and then all agents associated with the firm should
be held responsible to observe and enforce the policy.
Some ideas that may be included in such policies are:
Communication with clients and customers
At the beginning of every transaction, explain to all clients and
customers what the firm’s communication policies and security
practices are. Explain the potential risks and let clients and customers
know what you are doing to keep their information safe. Thoroughly
explain procedures they must follow.
No email discussion of financial information

Prevention Measures
The U.S. National Cybersecurity Alliance reports that approximately
60 percent of small businesses go out of business within six months of
being victimized by cybercrime. That is a sober statistic and emphasizes
the need for real estate practitioners and those with whom they do
business to be smart online, protect their electronic communications
and information and not make hasty choices or foolish clicks on the
spur of the moment.
There are certain measures specific to the communication of wire
transfer instructions as well as more general safety precautions that
everyone should heed.

Wire transfer fraud prevention
Firms would be prudent to establish and strictly follow a policy with

Include a standard warning about wire scams into every licensee’s
email signature block or include a disclaimer at the bottom of emails
that says personal financial information will not be discussed via email.
Wire fraud email notice template
The following is an example from NAR from https://www.nar.realtor/
law-and-ethics/wire-fraud-email-notice-template of a notice that may
be added to licensees' email signature lines. This notice should not
serve as a substitute for educating clients and other participants in real
estate transactions about email wire fraud.
IMPORTANT NOTICE: Never trust wiring instructions sent via email.
Cyber criminals are hacking email accounts and sending emails with
fake wiring instructions. These emails are convincing and sophisticated.
Always independently confirm wiring instructions in person or via a
telephone call to a trusted and verified phone number. Never wire money
without double-checking that the wiring instructions are correct.
Call before clicking
If the firm and its agents do engage in a wire transfer with a client or
customer, call the party on the phone immediately prior to the transfer
of funds so they know they’re sending money to the correct account. Call
and double check every detail before any wire is sent.
Use encryption
Installing encryption software will prevent some hacking threats.
Encryption is an electronic process to protect data. It uses a formula
to transform readable data into unreadable data and then a key
to render the encrypted data back to understandable information.
Any time sensitive data could be viewed or intercepted by someone
other than the intended recipients, encryption should be in place to
prevent that from happening. Laptops, smartphones, tablets and office
wireless networks can all be equipped with encryption safeguards. Any
file sharing service used should offer encryption and allow the firm to
control the decryption keys.
Use transaction management platform
Consider using a secure transaction management platform or
document-sharing platform to share transaction-related information.
Then instead of sending any emails, the client or customer can be given
a login and password in order to access wiring instructions through the
private portal system. This eliminates the need for any intermediary
person or communication.

Wisconsin REALTORS® Association				
Previous Page

Page 4				

Legal Update, February 2017
Next Page		

P5
i

understand that a phishing attack can come in an email from
either a hacked email account of a known individual or an
unknown email address made to look like someone they trust.
Agents must know they need to be very careful and not click on
unknown attachments or links.

MORE INFORMATION

See the Wire Fraud Alert for Buyers Video at http://realtormag.
realtor.org/for-brokers/network/article/2016/05/threat-wirefraud-real.



Firms should consider employing a staff person who’s responsible
for monitoring, updating and implementing information security
systems and procedures at the firm if it does not already have
an IT staff person. Such a person can be made responsible for
keeping up to date on the most recent scams and alert the rest
of the firm.

•

Consider storing your most sensitive data on the firm's server
rather than in the cloud, which comprises remote servers that
users have no control over.

•

The firm may wish to consider adding cyber liability insurance
coverage if it is not part of the firm’s existing business insurance
policy.

REALTOR® Practice Tip

Firms may wish to create wire transfer procedures and
information handouts, perhaps including a checklist, to help
ensure that everyone has the same expectations and is
following the same steps, clients and customers and licensees
alike.

Cyber security measures
•

•

Avoid doing any business over free unsecured Wi-Fi with no
firewall to protect against hackers capturing an email password
or other sensitive information.

•

Always use strong passwords and change them regularly; advise
clients and customers to do the same. Avoid passwords such
as the obvious “Password123” or your name and birthdate
combination and don’t use the same password for multiple
accounts.

•

Be suspicious and never click on links or attachments in
unverified emails.

•

Install updates. Applications are updated to repair flaws that
hackers have found in the system, and installing the update is
how you fix the flaws and keep the application running smoothly
and safely.

•

Always use antivirus software and a firewall. It’s important to
obtain and use antivirus software and firewalls from reputable
companies. It’s also important to continually maintain both of
these through automatic updates.

•

Enable popup blockers. Popups are regularly used by criminals
to spread malicious software. To avoid accidental clicks on or
within popups, it’s best to prevent them from appearing in the
first place.

•

Always back up computer content. Ransomware scams will
have limited impact on a licensee who backs up, verifies and
maintains offline copies of personal and application data. If
targeted, instead of worrying about paying a ransom to get the
data back, these licensees simply have their system wiped clean
and then reload their files.

•

Don’t allow licensees to use reconfigured smartphones. Mobile
users sometimes alter their phones in order to download
unapproved apps or to access a smartphone’s system files, but
this can open the door to malware and breaches.

•

Have all agents use a business email address. Using the private
domain of the firm or franchise is much safer than using a
Yahoo or Gmail address. Hackers regularly try to tap into those
mainstream servers.

•

Educate agents regarding phishing scams. Be sure they
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MORE INFORMATION

For a wonderful list of cyber security tips, review the
comprehensive DATCP 2015 Cyber Security Awareness Month
Daily Tips at https://datcp.wi.gov/Documents/2015DATCPCyb
erSecurityAwarenessMonthTips.pdf.

Data Disposal Laws
Personal identifying information is often collected by businesses and
government and is stored in various formats including digital and paper.
Personal information must be protected while it is in the firm’s hands
and also must be disposed of carefully to make sure it is not snatched
up by crooks or thieves looking for nuggets in a firm’s information
disposal process.


REALTOR® Practice Tip

As is discussed in detail in the May 2013 Legal Update,
“Safeguarding Personal Information,” at www.wra.org/LU1305,
and NAR's Data Security and Privacy Toolkit at www.realtor.org/
law-and-ethics/nars-data-security-and-privacy-toolkit, one way
to protect personal and confidential information of clients and
customers and licensees is to be aware of what information is
held by the firm, only collect such personal information when
necessary, protect the information while it is being held, and
properly dispose of the personal information as soon as it is no
longer needed.

While Wisconsin has Wis. Stat. § 134.97 on the books that governs
the disposal of records containing personal information by financial
institutions, investment companies, medical businesses or tax
preparation businesses, Wisconsin has not enacted any other law that
requires other businesses or entities to destroy, dispose, or otherwise
make personal information unreadable or undecipherable.
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However, the Federal Trade Commission's (FTC) Disposal Rule
requires proper disposal of information in consumer reports and records
to protect against unauthorized access to or use of the information. The
rule applies to consumer reports or information derived from consumer
reports.


REALTOR® Practice Tip

All companies or individuals who deal with sensitive consumer
information, such as real estate brokerage firms, mortgage
lenders, landlords, property managers and others, must
destroy all information taken from consumer reports before
throwing it in the garbage. Consumer reports include credit
reports, credit scores, employment background reports,
check-writing histories, insurance claims, residential or tenant
records, and medical histories.
The FTC suggests that firms put policies into place to ensure that the
sensitive data can’t be recreated by identity thieves. Some of the best
options for destroying data include shredding, burning and pulverizing
although the FTC gives firms the freedom to choose how to destroy
the data. According to the FTC, the standard for the proper disposal
of information derived from a consumer report is flexible, and allows
the organizations and individuals covered by the rule to determine what
measures are reasonable based on the sensitivity of the information,
the costs and benefits of different disposal methods, and changes
in technology. The rule requires the proper disposal of information in
consumer reports and records to protect against “unauthorized access
to or use of the information.” Those who don’t comply can face severe
penalties, which may include civil liabilities, class-action lawsuits, and
state and federal enforcement actions.


REALTOR® Practice Tip

Forget about throwing mortgage approvals from lenders into
the trash or tossing a tenant history in the recycling bin. Those
documents must be beyond recognition before they are thrown
away.
Although the disposal rule applies to consumer reports and the
information derived from consumer reports, the FTC encourages those
who dispose of any records containing a consumer’s personal or
financial information to take similar protective measures. Firms often
may have personal checks and credit card information, or copies of
drivers’ licenses acquired for safety reasons. This type of information
should also be disposed of per the FTC disposal rule or with similar
measures because this personal, sensitive information, even if not
necessarily derived from consumer reports, will have to be accounted
for if the firm experiences a security breach or data hack.
i

MORE INFORMATION

See the FTC's “Disposing of Consumer Report Information?
Rule Tells How,” at https://www.ftc.gov/tips-advice/businesscenter/guidance/disposing-consumer-report-information-ruletells-how.

Wisconsin REALTORS® Association				
Previous Page

Security Breach
No one wants to contemplate that worst case scenario, but it is best
to be aware of the appropriate steps to take should there be a security
breach that compromises the personal information of any clients and
customers.

Security breach reporting
Have you been hacked or victimized by cyber criminals?
Contact the FBI
As always, anyone who has been a victim or attempted victim of a
scheme that sounds like any of those described in this Update, should
contact FBI Special Agent Brian Due at Brian.Due@ic.fbi.gov or 414291-4305.
It may also be wise to contact the:
•

FBI’s Internet Crime Complaint Center at https://www.fbi.gov/
scams-and-safety/on-the-internet.

•

Federal Trade Commission at https://www.consumer.ftc.gov/
articles/0003-phishing#reportphishingemails.

•

Members should report fraud and scams to state and local
REALTOR® associations. Associations should alert NAR by
contacting Jessica Edgerton, associate counsel, at JEdgerton@
realtors.org or 312-329-8373.

Security breach notification laws
In addition to promptly reporting a breach to the FBI and other
authorities, firms would do well to have a comprehensive data security
policy that includes a section enabling the firm to jump into action
should a security breach occur.
Wis. Stat. § 134.98 requires that whenever an entity that collects
personal information in the ordinary course of its business becomes
aware that an unauthorized person has acquired the personal
information, the business shall notify the individuals whose personal
information has been acquired.
This law applies to any entity that does business in Wisconsin,
including a state or local government organization, but does not apply
to:
•

A business conducted solely by an individual, such as a sole
proprietorship.

•

A federally regulated financial institution, or a person who
has a contract with a federally regulated financial institution,
if the financial institution has a policy in place to handle the
unauthorized acquisition of personal information.

•

A health care plan, health care clearing house or a health care
provider that transacts personal information electronically, if
the plan, clearing house or provider complies with federal law
regulating unauthorized acquisition of personal information.

Personal information under this law includes an individual’s:
•

Name.

•

Driver’s license or state identification number.

•

Financial account number, including credit or debit account
number or any security code access code or password that
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would permit access to an individual’s financial account.
•

DNA profile.

•

Fingerprint, voice print, retina or iris image, or any other unique
physical representation.

The fact that an entity fails to comply with this law may be used as
evidence in court to prove that the entity is liable for damages incurred
by an individual whose identity has been misappropriated. There are no
other penalties imposed by this law.
134.98 Notice of unauthorized acquisition of personal
information. (Selected excerpts)
(1) Definitions. In this section:
(a) 1. “Entity" means a person, other than an individual, that
does any of the following:
a. Conducts business in this state and maintains personal
information in the ordinary course of business.
b. Licenses personal information in this state.
c. Maintains for a resident of this state a depository account as
defined in s. 815.18 (2) (e).
d. Lends money to a resident of this state.
(am) “Name" means an individual's last name combined with
the individual's first name or first initial.
(b) “Personal information" means an individual's last name
and the individual's first name or first initial, in combination
with and linked to any of the following elements, if the element
is not publicly available information and is not encrypted,
redacted, or altered in a manner that renders the element
unreadable:
1. The individual's social security number.
2. The individual's driver's license number or state identification
number.
3. The number of the individual's financial account number,
including a credit or debit card account number, or any security
code, access code, or password that would permit access to
the individual's financial account.

134.98 134.98 continued
(a) If an entity whose principal place of business is located
in this state or an entity that maintains or licenses personal
information in this state knows that personal information in the
entity's possession has been acquired by a person whom the
entity has not authorized to acquire the personal information,
the entity shall make reasonable efforts to notify each
subject of the personal information. The notice shall indicate
that the entity knows of the unauthorized acquisition of
personal information pertaining to the subject of the personal
information.
(br) If, as the result of a single incident, an entity is required
under par. (a) or (b) to notify 1,000 or more individuals that
personal information pertaining to the individuals has been
acquired, the entity shall without unreasonable delay notify
all consumer reporting agencies that compile and maintain
files on consumers on a nationwide basis, as defined in 15
USC 1681a(p), of the timing, distribution, and content of the
notices sent to the individuals.
(3) Timing and manner of notice; other requirements.
(a) Subject to sub. (5), an entity shall provide the notice
required under sub. (2) within a reasonable time, not to exceed
45 days after the entity learns of the acquisition of personal
information. A determination as to reasonableness under this
paragraph shall include consideration of the number of notices
that an entity must provide and the methods of communication
available to the entity.
(b) An entity shall provide the notice required under sub. (2)
by mail or by a method the entity has previously employed to
communicate with the subject of the personal information. If an
entity cannot with reasonable diligence determine the mailing
address of the subject of the personal information, and if the
entity has not previously communicated with the subject of
the personal information, the entity shall provide notice by a
method reasonably calculated to provide actual notice to the
subject of the personal information.

4. The individual's deoxyribonucleic acid profile, as defined in s.
939.74 (2d) (a).

(c) Upon written request by a person who has received a
notice under sub. (2) (a) or (b), the entity that provided
the notice shall identify the personal information that was
acquired.

5. The individual's unique biometric data, including fingerprint,
voice print, retina or iris image, or any other unique physical
representation.

i

(c) “Publicly available information" means any information that
an entity reasonably believes is one of the following:
1. Lawfully made widely available through any media.

MORE INFORMATION

See the DATCP archive of reported data breaches in
Wisconsin: https://datcp.wi.gov/Pages/Programs_Services/
DataBreaches.aspx.

2. Lawfully made available to the general public from federal,
state, or local government records or disclosures to the general
public that are required to be made by federal, state, or local
law.
(2) Notice required.
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It is a Class H felony to use such information to obtain credit, purchase
goods or services, avoid legal actions or penalties, harm the person's
reputation, or for similar fraudulent purposes.
Wis. Stat. § 943.201 Unauthorized use of an individual’s
personal identifying information or documents.
(2) Whoever, for any of the following purposes, intentionally
uses, attempts to use, or possesses with intent to use any
personal identifying information or personal identification
document of an individual, including a deceased individual,
without the authorization or consent of the individual and by
representing that he or she is the individual, that he or she is
acting with the authorization or consent of the individual, or
that the information or document belongs to him or her is guilty
of a Class H felony:
(a) To obtain credit, money, goods, services, employment, or
any other thing of value or benefit.
(b) To avoid civil or criminal process or penalty.
(c) To harm the reputation, property, person, or estate of the
individual.
Wis. Stat. § 943.203 provides similar protections for a business,
charity, labor union or other organization and prohibits the unauthorized
use of information that can be associated with a person through one
or more identifiers and any document, card or plate containing this
information, such as:

Identity Theft
Identity theft occurs when someone uses another person's personally
identifying information, like a person's name, Social Security number, or
credit card number or other financial information, without permission, to
commit fraud or other crimes.
Wis. Stat. § 943.201 prohibits the unauthorized use of information
that can be associated with an individual through one or more identifiers
and any document, card or plate containing this information, such as:
•

Name, address or telephone number.

•

Driver’s license number.

•

Social security number.

•

Employer, employee number, or place of employment.

•

Taxpayer ID number.

•

DNA profile.

•

Mother’s maiden name.

•

Depository account number, credit card number, ATM card
password, telephone service identifier, or any other account
number, password or electronic identifier that can be used to
obtain money, goods, services, an account transfer, or anything
else of value or benefit.

•

Fingerprint, voiceprint, retina iris image, or any other unique
physical characteristic.
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•

Name, address or telephone number.

•

Employer identification number.

•

Depository account number, credit card number, ATM card
password, telephone service identifier, or any other account
number, password or electronic identifier that can be used to
obtain money, goods, services, an account transfer, or anything
else of value or benefit.
Wis. Stat. § 943.203 Unauthorized use of an entity’s
identifying information or documents (2)
Whoever, for any of the following purposes, intentionally uses,
attempts to use, or possesses with intent to use any identifying
information or identification document of an entity without the
authorization or consent of the entity and by representing that
the person is the entity or is acting with the authorization or
consent of the entity is guilty of a Class H felony:
(a) To obtain credit, money, goods, services, or anything else
of value or benefit.
(b) To harm the reputation or property of the entity.
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Cyber Security
Resources

wire fraud and rental scams at www.
realtor.org /videos/window-to-thelaw-cyberscams-and-the-real-estateprofessional.

WRA

•

•

Wire transfer fraud LegalTalks video
at
http://www.wra.org/LegalTalks/
WireTransferFraud.

•

“Please Wire Me Your Money! Protecting
brokers and clients from wire transfer
scams,” in the March 2016 Wisconsin
Real Estate Magazine at www.wra.org/
WREM/Mar16/Scam.

•

“Tighten It Up! 10 Things You Need to
do Immediately to Protect Your Online
Privacy,” in the October 2015 Wisconsin
Real Estate Magazine at www.wra.org/
WREM/Oct15/OnlinePrivacy.

•

“Online Privacy: Protecting Personally
Identifiable Information,” in the October
2015 Wisconsin Real Estate Magazine at
www.wra.org/WREM/Oct15/Privacy.

•

May 2013 Legal Update, “Safeguarding
Personal Information,” at www.wra.org/
LU1305.

NAR
•

•

•

•

Window to the Law: Best Practices for
Cybercrime Prevention at https://www.
nar.realtor/videos/window-to-the-lawvideo-best-practices-for-cybercrimeprevention.

•

NAR Window to the Law: Data Security
Program Basics at https://www.nar.
realtor/videos/window-to-the-law-datasecurity-program-basics.
“2015 Data Storage: Know the Law,”
REALTOR® Mag May 2015 at http://
realtormag.realtor.org/product-guide/
web-tools/article/2015/05/2015-datastorage-know-law.

Other agencies
•

FTC Consumer Information — Phishing
at
https://www.consumer.ftc.gov/
articles/0003-phishing.

•

DATCP “How small business can
help in the fight against ID theft” at
ht tps ://datcp.wi.gov/Document s/
IdTheftSmallBusiness608.pdf.

•

DATCP Identity Theft Protection
information and resources at https://
d a t c p .w i . g o v / P a g e s / P r o g r a m s _
Services/IdentityTheft.aspx.

Watch the Legal Update Video Online:

NAR’s “Urgent Alert: Sophisticated
Email Scams Targeting the Real Estate
Industry,” at www.realtor.org/articles/
urgent-alert-sophisticated-email-scamstargeting-the-real-estate-industry.
“Protecting Your Business and Your
Clients from Cyberfraud” handout at
www.realtor.org/sites/default/files/
h a n d o u t s - a n d - b r o c h u r e s /2 015 /
protecting-from-cyber fraudhandout-2015-11-24.pdf.
NAR

cyberscam

video

regarding
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Industry-Leading
Risk Management
by

With Pearl Insurance, you could be benefiting from extensive
risk management tools and services, including educational pieces,
seminars, and webinars. Plus, our comprehensive E&O coverage
is tailored to meet your specific needs!
•
•
•
•
•
•

Coverage for Sales of Agent-Owned Property
50% Deductible Reduction for Defense and Damages
Lockbox Coverage to Policy Limits
Defense Outside Limits
Automatic Fair Housing Coverage
Instant Quotes*

Don’t wait to gain peace of mind—contact
a Pearl Insurance Representative today.
* Instant coverage defined as 48 hours or less.

TM

140582

pearlinsurance.com/eo | 800.447.4982

